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© Satellite communications system operating in asynchronous mcj 
transmission. 

© In a satellite communications system, a unique 
word is transmitted from a central station at frame 
intervals to the satellite and broadcast to terminal 
stations. Blocks of data from the central station are 
composed into packets which are exclusively en- 
crypted, and asynchronously transmitted to the sat- 
ellite by giving priority to the unique word by inter- 
rupting the transmission of packets. A copy of data 
signals from the central-station data terminals is 
stored and retransmitted to a terminal station in 
response to a repeat request signal received there- 
from. In each terminal station, the unique word is 
detected to generate a timing signal in response to 
which the encrypted packet is deciphered. The de- 
ciphered packets are decomposed into blocks of 
data, and sent to a destination data terminal. If there 
is an error in the decomposed packets, a repeat 
request signal is transmitted from the terminal sta- 
tion through a terrestrial link to the central station to 
cause retransmission of a copy of the stored version 
of the disrupted packet. 
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SATELLITE COMMUNICATIONS SYSTEM OPERATING IN ASYNCHRONOUS MODE FOR CENTRAL- 
TO-TERMINAL STATION TRANSMISSION 


The present invention relates generally to a 
satellite communications system, and more specifi- 
cally to very small aperture terminals (VSAT). 

With conventional satellite communications 
systems having a central station and a plurality of 
terminal stations, data packets are organized into a 
framed sequence by the central station using a 
unique word as a start timing of the sequence and 
by containing in it a header for identifying the 
individual frame. However, this framing procedure 
requires complex circuitry for storing data and 
composing it into a frame. This is an unfavorable 
factor for small aperture satellite terminals where 
equipment cost and size are of primary concern. 
Furthermore, there is often a need to provide only 
one-way communication path from the central sta- 
tion to the terminal stations. 

It is therefore an object of the present invention 
to provide a satellite communications system in 
which the central and terminal station equipments 
are less bulky and economical by allowing packets 
to be transmitted asynchronously without forming 
them into a framed sequence. 

According to the present invention, there is 
provided a satellite communications system having 
a central station which establishes a one-way sat- 
ellite channel through a satellite transponder to a 
plurality of terminal stations each serving terminal- 
station data terminals, in the central station, .a 
unique word generator is provided for transmitting 
a unique word at periodic intervals to the satellite 
transponder. A packet assembler composes blocks 
of data from the central-station data terminals into 
packets each containing the address of a terminal- 
station data terminal, the packets following a 
unique word being encrypted in response to the 
timing of that unique word, and asynchronously 
transmitted to the satellite transponder by interrupt- 
ing transmission of packets whenever a unique 
word is generated. A copy of data signals from the 
central-station data terminals is stored and is re- 
transmitted to a terminal station in response to a 
repeat request signal which is received therefrom 
through a terrestrial link when an error is detected. 

In each of the terminal stations, a unique word 
is detected from a signal received from the satellite 
transponder and a decryption timing signal is gen- 
erated. A decrypting circuit utilizes this signal for 
decrypting the packets in the received signal. A 
packet deassembler is provided for decomposing 
the deciphered packets into blocks of data, apply- 
ing the data blocks to the terminal-station data 
terminals according to the address contained in the 
decomposed packets, and detecting an error in the 


decomposed packets. In response to the detection 
of an error, a repeat request signal is transmitted 
from the terminal station to the central station to 
cause it to retransmit a copy of the stored version 
5 of the lost or disrupted packet. 


BRIEF DESCRIPTION OF THE DRAWINGS 

10 

The present invention will be described in fur- 
ther detail with reference to the accompanying 
drawings, in which: 

Fig. 1 is a block diagram of a satellite commu- 
15 nications system of the present invention; 

Fig. 2 shows in block form the central station of 
Fig. 1; 

Fig. 3 shows details of the packet assembler of 
Fig. 2; 

20 Fig. 4 is a timing diagram associated with Fig. 2; 
Fig. 5 shows details of the multiplexer and data 
edit/retransmit circuit of Fig. 2; 
Fig. 6 is a data format of the signal generated 
by the data edit/retransmit circuit during retrans- 

25 mission of a packet: and 

Fig. 7 is a block diagram of each terminal sta- 
tion of Fig. 1 . 


30 DETAILED DESCRIPTION 


Referring now to Fig. 1, there is shown a 
satellite communications system according to the 

35 present invention. The system comprises a central 
earth station 10 which serves data terminals 11, 
and a plurality of terminal earth stations 12 serving 
data terminals 13. Central station 10 transmits 
asynchronous data packets to a satellite 14 which 

40 broadcasts the received packets to terminal sta- 
tions 12. Each terminal station has an exchange 
line 17 to the public switched communications net- 
work 15 to transmit through it a repeat request 
signal to central station 10 whenever a lost of 

45 packet or an error occurs in a received signal. 
Central station 10 has an exchange line 16 through 
which it receives the repeat request signal from 
each terminal station to retransmit a copy of the 
disrupted packet to the satellite 14. All communica- 

so tions of the system are made in a direction from 
data terminals 11 to data terminals 13 via satellite 
14, and all data terminals 13 operate exclusively in 
a receive mode. In this way, the satellite circuit is 
used exclusively for one-way communication from 
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central station 10 to terminal stations 11 for data 
transmission purposes and a terrestrial system is 
used exclusively for one-way communication from 
terminal stations 11 to central station 10 for repeat- 
request error correction purposes. 

As shown in Fig. 2, central station 10 com- 
prises a multiplexer 20 which provides multiplexing 
oj ^ blocks of data asynchronously supplied from 
data terminals 11 and data blocks from a data 
edit/retransmit circuit 32 and supplies a serial data 
stream to a first-in-first-out buffer 21 the output of 
which is coupled to a packet assembler 22. Buffer 
21 accommodates the differences between the 
speed at which the output of multiplexer 20 is 
transferred to buffer 21 and the speed at which 
packet assembler 22 receives its input from buffer 

21 by compressing the time scale of the signal 
from multiplexer 20. 

Packet assembler 22 provides packetization on 
the output of buffer 21 according to the data format 
of the High Level Data Link Control (HDLC) pro- 
tocol by combining protocol signals supplied from 
controller 32. As shown in Fig. 3, packet assembler 

22 includes a HDLC packetizer 220 of known de- 
sign and an OR gate 221 . Packetizer 220 receives 
data blocks from buffer 21 in parallel form t and is 
connected by address bus, data bus and control 
bus to buffer 21 as well as to controller 32 to 
assemble the received parallel data blocks into an 
HDLC packet and asynchronously delivers it in 
seriai form to one input of OR gate 221 in response 
to a clock pulse, which is received via an inhibit 
gate 34 from a timing circuit 30. To the other input 
of OR gate 221 is applied a unique word of any bit 
sequence (sin gle frame format or muitifra me for- 

mat)Jromajjn^ word gftnarg for^Jn produce a 
combj ne9~packet sequen ce. This unique word gen- 
erator 31 generates a muitiframe unique word UW- 
(M) at muitiframe intervals as wejl as a single-frame 
unique word UW(S) at frame intervals using frame 
timing signal (SF) and muitiframe timing signal 
(MF) supplied from timing circuit 30 (see also Fig. 
4). The purpose of the muitiframe unique word is to 
signify that data packets being transmitted are des- 
tined to a particular network to which all commu- 
nications needs no encryption. These data packets 
are therefore not encrypted at the central station 
and hence, no decryption process should be per- 
formed on these packets at the destinations. 

Controller 32 receives the clock and frame 
timing signals from timing circuit 30 and data sig- 
nals from packet assembler 22 to generate a 
unique-word inhibit pulse at frame intervals and a 
data inhibit pulse at muitiframe intervals. The 
unique-word inhibit pulse is applied to inhibit gate 
34 to interrupt the application of clock pulses to 
packet assembler 22 to "freeze" its operation and 
allow unique words to be transmitted in prece- 


dence over packets. 

Since HDLC packets are asynchronously gen- 
erated by packetizer 220 and supplied to OR gate 
221. there is a likelihood of a HDLC packet coin- 

s ciding with a unique word. In Fig. 4, assume that a 
sequence of packets #1 to #6 is transmitted and a 
unique word UW(S) occurs in the interval between 
packets N #4 and #5, and so this unique word is 
interposed therebetween on a transmitted se- 

10 quence, while unique word UW(M) overlaps with a 
later segment 52 of packet #1 when the earlier 
segment S1 has just been transmitted through OR 
gate 221 . This unique word UW(M) passes through 
OR gate 221 and is transmitted immediately follow- 

75 ing the earlier segment 51 of packet #1. The cor- 
responding unique-word inhibit pulse disables the 
packetizer 220 so that the later portion S2 of pack- 
et #1 remains in the packetizer 220 for the period 
of this inhibit pulse and other data bits therein are 

20 "frozen". This fact is communicated through con- 
trol bus to buffer 21 to interrupt its read operation 
on all subsequent data blocks. In response to the 
trailing edge of this inhibit pulse, packetizer 220 is 
supplied again with clock pulses to resume its 

25 operation, and so the later segment 52 of packet 
#1 is clocked out of the packetizer to OR gate 221 
and transmitted consecutively with the unique word 
UW(M). Therefore, a packet is broken apart into 
two segments when it coincides with a unique word 

30 in order to allow the latter to be transmitted in 
precedence over its later part, and immediately 
following the transmission of the unique word, the 
later part of the packet is transmitted. In this way, 
the broken packet segments can be transmitted on 

35 successive frames and the need for framing all 
packets is eliminated. The packet generated by the 
packetizer 220 is in the format as shown in Fig. 4. 
The HDLC packet is encapsulated between a start- 
ing and ending flag sequences F, and an address 

40 field A follows the starting flag F. Address field is 
followed by a control field C containing data con- 
cerning the HDLC protocol. A header H is provided 
to contain the address of destination terminal sta- 
tion and the address of a destination data terminal, 

45 and attributes of data being transmitted. Following 
the header H is a data field D on which an asyn- 
chronous data block from a source data terminal 1 1 
of central station 10 is carried. A frame check 
sequence FCS is provided to allow error detection 

so and correction in a well known manner. Although 
the terms "frame'* and. "muitiframe" are used in 
this specification, all data packets are sent without 
being formed into a framed sequence. These terms 
are used to define periods between successive 

55 unique words which indicate the start timing for 
timing signals. 

Encryption circuit 23 is connected to the output 
of OR gate 221 of packet assembler 22 to encrypt 
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HDLC data packets by combining them with a 
keyword (pseudorandom number sequence) using 
an exclusive-OR gate, not shown. In a preferred 
embodiment keywords of different bit pattern are 
generated so that they change periodically at mul- 
tiframe intervals. This encryption circuit 23 is re- 
sponsive to the clock pulse from timing circuit 30 
to clock the pseudorandom number sequence into 
the exc!usive-OR gate. However, no encryption is 
effected on unique words by inhibiting the clock 
which is supplied to encryption circuit 23 through 
an inhibit gate 35 in response to the unique-word 
inhibit pulse applied through an OR gate 34. 

The data-inhibit pulse from controller 32 is ap- 
plied to OR gate 34 to disable the clock supply to 
encryption circuit 23 when data packets to a net- 
work which needs no encryption are being trans- 
mitted. 

The output of encryption circuit is applied to 
FEC encoder 24 as well as to a bypass gate 25. 
This encoder is typically a convolutions encoder 
with a 1/2 or 3/4 code rate. The unique-word inhibit 
pulse applied to inhibit gates 33 and 35 is appro- 
priately delayed and applied from controller 32 to 
an inhibit gate 36 through which the clock is sup- 
plied to FEC encoder 24 to disable its operation 
during the unique word period. Bypass gate 25 is 
activated in response to this delayed unique-word 
inhibit pulse to allow the nonencrypted unique word 
from encryption circuit 23 to be multiplexed with 
encrypted data packets at the output of encryption 
circuit 23 to form a sequence of nonencrypted 
unique words and encrypted data packets. This 
sequence is applied to a modulator 26 in which it is 
phase-modulated in a first stage upon a first carrier 
and then converted in a second stage to an inter- 
mediate frequency which can be varied in re- 
sponse to a frequency control signal supplied from 
controller 32. For saving the power of the satellite's 
transponder, the output of modulator 26 is turned 
off in response to a power ON/OFF signal from 
controller 32 when the central station has no pack- 
ets to transmit for an extended period of time. 

The output of modulator 26 is converted to an 
uplink frequency by a frequency converter 27 and 
amplified by a high-gain power amplifier 28 for 
transmission from centraJ station antenna 29 to the 
satellite transponder. 

Repeat request signals are transmitted from 
the terminal stations whenever an error occurs and 
received through public switched network 15 by a 
data edit/retransmit circuit 37 by way of a line 
interface 38. Details of data edit/retransmit circuit 
37 in connection with multiplexer 20 are shown in 
Fig. 5. 

In Fig. 5, multiplexer 20 includes switches 60 
whose input terminals are respectively coupled to 
data terminals 11 to supply incoming data blocks 


to asynchronous communication devices 61. The 
output terminals of switches 60 are connected to- 
gether to first-in-first-out buffer 21. The output ter- 
minals of asynchronous communication devices 61 
5 are connected to a controller 62, which controls the 
exchanging of data between devices 61 and cor- 
responding buffers 70 provided in the data 
ed&cettahsji^^ and it further controls the 

switches 60 to receive signals from data terminals 
w 11 for storage into buffers 70 or transmit signals 
stored in buffer 70 to buffer 21 . Data edit/retransmit 
circuit 37 further includes a controller 71 which 
monitors the storage level of each buffer 70 and 
reads the stored signals out of the buffers into 
75 communication devices 61. Controller 71 is con- 
nected to interface 38 to receiv e a repeat reque st 
s ignal that is tra nsmitted from alerming l station. In 
res ponse_t5"The repe at^r equest sign al, data stored 
in a corresponding one" of the buffers 70 is re- 
20 trieved and a copy of the data is generated in a 
format as shown in Fig. 6, which contains a switch 
control field including an ON/OFF switching signal 
which controls one of the switches 60 to set up a 
path to buffer 21 or a path to a data terminal 11, an 
25 address field including the address of a destination 
terminal station and destination data terminal, and 
an attribute field containing the attributes of data to 
be retransmitted. Following the attribute field is a 
control field containing data indicating whether data 
30 being transmitted need decryption or not and a 
data field in which a copy of the data to be trans- 
mitted is inserted. 

In Fig. 7, details of each terminal station are^ 
illustrated. Signals received by the satellite tran- 
35 sponder are broadcast toward terminal stations 12 
and received by each terminal station antenna 40 
with a diameter of 0.5 to 1 meter, amplified by a 
low-noise amplifier 41, converted by frequency 
converter 42 to an intermediate frequency and fed 
40 to a demodulator 43. The output of demodulator 43 
is applied to a unique word detector 44 which 
detects both single-frame unique words UW(S) and 
multiframe unique words UW(M) from the demodu- 
lated signal. In response to the detection of each 
45 unique word, detector 44 applies a UW detect 
signal to a timing recovery circuit 50 to allow it to 
establish the start timing of a frame interval and 
applies unique-word detect signals UW(S) and UW- 
(M) to a controller 55. In response to the detect 
so signal UW(S), controller 55 applies a unique-word 
inhibit pulse to an inhibit gate 51 to interrupt the 
operation of a FEC decoder 45, or a Viterbi de- 
coder to pass the received unique word thereth- 
rough to a decryption circuit 46. Controller also 
55 applies a delayed unique-word inhibit pulse to an 
inhibit 52 through an OR gate 54 to interrupt the 
operation of decryption circuit 46 and to an inhibit 
gate 53 to interrupt the operation of a packet deas- 


4 


7 


EP0 411 538 A2 


8 


sembler 47. In response to the detection of a 
multiframe unique word, UnW detector 44 commu- 
nicates this fact to a controller 50 to cause it to 
inhibit the operation of a decryption circuit 46 when 
the data packets of the corresponding multiframe 
appear at the input of decryption circuit 46. In 
response to the detect signal UW(M), controller 55 
applies a data inhibit pulse through OR gate 54 to 
inhibit gate 52 to interrupt the operation of decryp- 
tion circuit 52 when nonencrypted packets are be- 
ing received. By interrupting FEC decoder 45, de- 
cryption circuit 46 and packet deassembler 47 in 
this manner, segments of a packet broken apart by 
a unique. word are reassembled in the data deas- 
sembler 47 to process its frame check sequence 
before it proceeds to deassembie it into data 
blocks. 

Except for the unique words, all encrypted data 
packets are deciphered by decryption circuit 46 
and supplied to packet deassembler 47. On the 
other hand, those data packets not encrypted by 
the central station are allowed to simply pass 
through decryption circuit 46 to packet deassem- 
bler 47. Packet deassembler 47 decomposes data 
packets of the HDLC format from the incoming 
signal by using the clock pulses supplied from 
timing recovery circuit 50 and applies the header of 
each HDLC data packet to controller 55 to allow it 
to determine whether each packet is destined to 
the own terminal station, and rf it is, it proceeds to 
identify which data terminal the packet is to be 
transmitted to. Controller 55 generates a switching 
control signal in accordance with the identified data 
terminal and supplies it to a demultiplexer 49. 
While packet deassembler 47 proceeds in this 
manner, it passes the data field of the decomposed 
packet as a block of data to a first-in-first-out buffer 
48. Packet deassembler 47 processes the frame 
check sequence of each received packet. If an 
error is detected in a packet, packet deassembler 
47 signals this fact to controller 55. In response to 
this error indicating signal, controller 55 directs the 
buffer 48 to discard a corresponding data block, 
and generates a repeat request signal and trans- 
mits it through interface 56 to the public switched 
network 1 5. 

Buffer 48 operates in a process inverse to that 
of the buffer 21 of central station so as to accom- 
modate the difference between the transfer speed 
of asynchronous data to be fed to demultiplexer 49 
and the speed of the incoming blocks of data from 
packet deassembler 47 by expanding the time 
scale of each data block. Demultiplexer 49 asyn- 
chronously transmits blocks of data supplied from 
buffer 48 to one of data terminals 13 which is 
determined by the switching control signal supplied 
from controller 50. 

The repeat request signal from each terminal 
v 


station contains a dialing signal to allow the 
switched network 15 to establish a connection from 
the terminal station to the central station, as well as 
address data identifying the destination terminal 

s station and data terminal, and attributes of data to 
be retransmitted. The dialing signal may be gen- 
erated by controller 55, or by interface 56. Alter- 
natively, dedicated lines may be used instead of 
the public switched network 15 for transmitting the 

io repeat request signal from each terminal station to 
the central station. In such instances, no dialing 
signals need to be contained in the repeat request 
signal. 

On receiving a repeat request signal, controller 

rs 71 of data edit/retransmit circuit 32 examines its 
contents and generates a signal as shown in Fig. 6 
by reading the original version of the corrupted 
packet from the associated buffer 70 and applies it 
to the associated communication device 61 of mul- 

20 tiplexer 20 through controller 62, which checks this 
signal and controls a corresponding switch 60 to 
allow passage of the retransmit packet to buffer 21 . 
The switching control field of the packet is rewritten 
by the packet assembler 22 with information in- 

25 dicating that the packet is a retransmit packet. 

Since all data packets can be transmitted in an 
asynchronous mode from central station 1 0 regard- 
less of the presence of unique words, it is not 
necessary to store data bits sufficient to divide 

30 them into successive frames and organize them 
into a framed sequence each containing a header. 
This simplifies the circuitry of both central station 
and terminals stations. 

35 

Claims 

1 . A satellite communications system having a cen- 
tral station serving central-station data terminals for 

40 transmitting signals through a one-way satellite 
channel to a satellite transponder which broadcasts 
received signals to a plurality of terminal stations 
each serving terminal-station data terminals, said 
central station comprising: 

45 unique word generator means for generating a 
unique word at periodic intervals; 
packet assembler means including means for com- 
posing blocks of data from the central-station data 
terminals into packets each containing address of a 

so terminal-station data terminal and asynchronously 
supplying the packets to an output terminal, said 
packet assembler means further including means 
responsive to the presence of said unique word for 
interrupting said packet composing means and al- 

55 lowing said unique word to be supplied to said 
output terminal while said composing means is 
interrupted; 

encrypting means connected to said output termi- 
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nal of the packet assembler means for exclusively 
encrypting said packets and generating a series of 
encrypted packets and nonencrypted unique words 
for transmission to said satellite transponder; and 
each of said terminal stations comprising: 
unique word detector means for detecting a unique 
word from a signal received from said satellite 
transponder to generate a timing signal; 
decrypting means for decrypting the encrypted 
packets in said received signal in response to said 
timing signal; and 

packet deassembler means for decomposing the 
deciphered packets into blocks of data, applying 
the data blocks to the terminal-station data termi- 
nals according to the address contained in the 
decomposed packets. 

2. A satellite communications system as claimed in 
claim 1, said central station further comprises re- 
transmit means for storing a copy of data blocks 
from said central-station data terminals and sup- 
plying the stored copy to said packet assembler 
means in response to a repeat request signal, and 
wherein the packet deassembler means further 
comprises means for detecting an error in a re- 
ceived packet, each of said terminal stations further 
including repeat request transmit means for trans- 
mitting a said repeat request signal to said central 
station in response to the detection of said error by 
said packet deassembler means, wherein said re- 
peat request signal contains a dialing signal and is 
transmitted via a switched communications network 
to said central station. 

3. A satellite communications system as claimed in 
claim 1 or 2, wherein the unique word generator 
means further generates a second unique word at 
periodic intervals for disabling said encrypting 
means during a period of time in which packets' not 
requiring encryption are transmitted to said tran- 
sponder, and wherein said unique word detector 
means further detects said second unique word for 
disabling said decrypting means during a period of 
time in which said packets not requiring encryption 
are received from said transponder. 

4. A satellite communications system as claimed in 
claim 1 , 2 or 3. wherein said central station further 
comprises a forward error correction encoder for 
exclusively encoding said packets, and wherein 
each of said terminal stations includes a forward 
error correction decoder for exclusively decoding 
said packets. 

5. A communication method for a satellite commu- 
nications system having a central station serving 
central-station data terminals for transmitting sig- 
nals through a one-way satellite channel to a sat- 
ellite transponder which broadcasts received sig- 
nals to a plurality of terminal stations each serving 
terminal-station data terminals, comprising: 

a) transmitting a unique word at periodic inter- 


vals to said satellite transponder, composing 
blocks of data from the central-station data ter- 
minals into packets each containing address of a 
terminal-station data terminal and asynchronous- 
5 ly transmitting the packets to said satellite tran- 
sponder such that transmission of a packet that 
coincides with a unique word is interrupted for a 
period" of said unique word; 

b) exclusively encrypting said packets and 
w transmitting the encrypted packets to said sat- 
ellite transponder; 

c) receiving a signal from said satellite transpon- 
der by each of said terminal stations and detect- 
ing said unique word from the receive signal to 

75 generate a timing signal; 

d) decrypting the packets in said received signal 
in response to said timing signal; and 

e) decomposing the deciphered packets into 
blocks of data, transmitting the data blocks to 

20 the terminal-station data terminals according to 
the address contained in the decomposed pack- 
ets. 

6. A method as claimed in claim 5, further compris- 
ing the steps of: 

25 storing a copy of data blocks from said central- 
station data terminals and transmitting the stored 
copy to said satellite transponder in response to a 
repeat request signal from said terminal stations; 
detecting an error in said decomposed packets; 

30 generating a dialing signal in response to the de- 
tection of said error; and 

transmitting a said repeat request signal containing 
said dialing signal to said central station from a 
terminal station via a switched communications net- 
3S work. 

7. A method as claimed in claim 5 or 6, further 
comprising: 

transmitting a second unique word at periodic inter- 
vals to said satellite transponder from said central 

40 station, and disabling the step (b) for a period of 
time in which packets not requiring encryption are 
transmitted to said transponder, detecting said sec- 
ond unique word at each of said terminal stations, 
and disabling the step (d) in response to the detec- 

46 tion of said second unique word for a period of 
time in which said packets not requiring encryption 
are received from said transponder. 
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